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OVERVIEW

This manual covers some of the primary functions of the CyberAudit software. The main
purpose of the manual is to guide you through some of the basic processes when setting
up your CyberLock system (e.g. assigning a CyberKey or adding a CyberLock). Some of
the advanced features that are not covered in the manual (e.g. creating reports) can be
found in the software’s built in manual. You can access the built-in manual by clicking
on the “?” located throughout the software.

@ J? Administrators + Locks ~ Keys~ People~ Access~ Communicators~ Reporis~ Opfions ~ Ldg
CWERINGT NTER! LOCKS®

Home & / Home @ {4+ Download CyberLink 2 'ﬁLaunch CyberLinl

Welcome, pilots |
You were last logged in 12/6/2018 8:47:14 AM.

(@ System Information

T D .
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ADpD PEOPLE

Adding a person to the CyberAudit database is one of the first things that is done when
setting up a CyberLock system. CyberKeys can only be assigned to individuals in the
database, so adding a person needs to be done before adding a CyberKey to the
database. It’s best to include as much information about an individual as possible when
building their new profile (i.e. name, email address, department, etc.).

1.

Log in to CyberAudit software. CyberAudit
software is accessed by launching an internet
web browser such as Google Chrome, Mozilla
Firefox, Internet Explorer, etc. Go to the
CyberAudit web address:
https://caw9.tecsolutionsinc.com/CyberAudit
Web/

Click on the “People” tab, which is located
towards the top of the screen. This will take
you to the list of people in the database.

Once you’re on the “People” page, click on the
“+” sign located in the top right corner of the
screen. By clicking this button, you are adding
a new person to the system.
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CyberAudit-Web Enterprise 9.0

Welcome backl Please login fo your

account to begin.
+ Password

O Manage

LOGIN

ministrators v Locks ¥  Keys v People v Accq

Home ¢ / Home @ & De

Welcome, pilots !
You were last logged in 12/5/2018 12:48:34

(@ System Information
12:54 PM
@ senerime

& CyberLocks Addl New ©r CyberKeys

O) Crberhudit-web Enterprise

Administrators v Locks v Keys~v People~ Access~ Communicatorsv Repf

encrre QINTERNET OF LOCKS®|

§ Home ¢ / People / People List @ & Download Cyberlink 2 '4

I People List (27) ¥ [+

Name Keys Cards Fobs PersonnelID Phot or  Department bile Number i

O AdtieM 2 0 0 Dan

O Catalina 1 0 o0 4 2019189028
O cory 0 0 o0 53

O pan 1 0 1 28 7183108128 7183108128


https://caw9.tecsolutionsinc.com/CyberAuditWeb/
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https://caw9.tecsolutionsinc.com/CyberAuditWeb/
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roncunrit IINTERNET OF LOCKS®|

CO CyberAudit-Web Enterprise

Home @ / People / People List @ / Edit @ ‘

4. This will be where you will build the

People Properties

individual’s profile; the more information you
George Costanza 55 Imports/Exports
add the better. This information can be edited . - .

at any time.

Address

Current Photo

@ CyberAudit-Web Enterprise

Home & / People | People List @ & Download Cyberl ink

5. Once all necessary information is added, click
Save. The new profile you just created will
populate in the “People” tab. Now you will be

People List (28) ¥

O  Namea Keys Cards Fobs PersonnellD Department Mobile Number gf;s

George Costanza 0 o0 0 5

able to assign that person a CyberKey. j A 2 2 o o
O catalina Sl e 0 49 2019189028

O coy 0 0 0 5
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CREATE PEOPLE TAGS

People tags are used to organize personnel in order to better manage them. For
example, if you have 50 security employees, you would associate those employees with
the tag “Security.” This saves you the hassle of having to look through numerous people
lists. It also makes your life easier in the long run when giving access to personnel.

Administrators ~ Locks » Keys~ People ~ Access~ Communicators ~ Reports = Optiol

Peaple List elcome, pilots !

Tags
@ System Informaj II"
Import

1. Go to the “People” tab located near the top of -
the page; click on “Tags.” Server Time

() CyberLocks Add New

4 Total Count

tlogged in 12/5/2018 12:48:34 P

O CyberKeys

8 Issued Ke

\

Home & / People / Tage @ 4 Download CyberLink 2

Tags (21)

9Tag Name.

2. Click the “+” icon towards the top right of the .

m]

O
page. O Aipors

O BCrew
]
(E]

C Crew

CHEMICAL-DOMESTIC
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3. Create a relevant name to tag and select © Orerngiten Enterore
personnel to associate with the tag. Use arrows Homa o | Paople [ Tags & / Add Now @

Name

,ﬂaimenance

People with this Tag 2

to move people from the “Available People” E Name
column to the “Selected People.”

Available People (125 matching) Selected People (4 matching)

Q
t
r

Employee 1
Employee 2

Employee 3
ERic

v
«
[
P
P
P
P
v
v
P
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ApD USB StATION & CYBERLINK

Disregard this section if you do not have a USB station. The USB Station is used to
communicate and charge. It includes a USB-to-USB cable to connect directly to a
computer. In addition, CyberKeys with rechargeable batteries are charged while
inserted in the station. The USB Station communicates to CyberAudit-Web with the
CyberLink 2 software. CyberLink 2 is a Windows program written to run with the

Microsoft® .NET framework. It is an interface used to allow CyberKeys to communicate
with CyberAudit software.

CyberAudit-Web Enterprise
@,, exmie QINTERNET OF LOCKS?)] Administrators ~ Locks ~ Keys~ People ~ Access v Communicators = Reports

Home & / Home @

WIFI Networks

W?ICOWM

‘You were last loggec R Portable Links
. @® System Information USB Stations
1. Go to the “Communicators” tab and select USB >

stations from the drop-down menu. .

& CyberLocks Add New O CyberKeys

4 Total Count 10 Issued Ke;

DI

@ CyberAudit-Web Enterprise
rou INT! cks®)|

CKS'

Home & / Communicators / USB Stations @ Download Cybertink2 {21
H USB Stations (1) ¥ o S I+l
O P2 Name D Last Contact / KeyName  Battery
2. Clle “+ to add anew USB Station. O TEC  v600DOSC1  12/6/2018 11:15:45 AM

Rowsperpage: (1000 [ Page |1 |(Go| 1-10f1 |¢ < > I
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3. Check off “Issue by Number” and enter the name
you want to use for the USB station and click
save.

4. The USB station may or may not be ready for use.

If the station is ready for use, you will see Ready
screen below (right). Otherwise — Web. See next
section.

5. After you click save you will see the USB station
you just added and the randomly generated issue
number for devices - this is the number you will
enter when prompted to enter an issue number for
a USB station.
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CyberAudit-Web Enterp
POWERING THE @IHL\k T OF LOC b‘\‘E‘J

Home & / Communicators / USB Stations & / Add New @

4 Download Cybe

Adding New USB Station...

Details

Issue Number or ID

7

Get an issue number

[ Email the generated issue number to this address:

Enter the device's unique ID:

» Name

Time Zone
Use system default

Eastern time(US+Canada) -

Menu

CyberLink 2

Ready for Key

Communicator: USB Station (v600F932F), Firmware 4.0

CyberAudit-Web Enterprise

a1 EIINTERNET OF LC

Home & / Communicators / USB Stations @

(3]

USB Stations (2) ¥

O P2 Names D
O George's USB Station
O TEC

Rows per page:

63519245

v600D05C1

4+ Downlo

Last Contact

None

12/6/2018 11:15:45

1000 Page: |1 Go| 1-2¢
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CyberAudit-Web Downloads

Applications for CyberKey Blue communications

CyberAgent - Blackberry

6. Next you will need to download CyberLink. Go to

CyberAgent - Android

the following URL,

https://caw9.tecsolutionsinc.com/CyberAuditWeb/ Windows computers with IrDA
download/, and click the link for “Download CyberAgent - PC (Full Instller) (19.7MB)
CyberLink 2.7.1.” Open the download file and S R

follow the prompts to finish installing CyberLink

on your PC. CyberLink &

Download CyberLink 2.7.1 (Reguires Windows 7 or newer)

Launch CyberLink Application

Settings I} >

Server: |htipsjcawd tecsolutionsinc.com/CyberAuditWeb

7. Once installed, start the application. Click the top [ Accept self-signed SSL certificate from above server:
right menu for manual configuration. Enter Account | = o | (Blank for defouit)
account information. For server address enter
https://caw9.tecsolutionsinc.com/CyberAuditWeb/ [ Run CyberLink when Windaws starts

and for account enter the account name you use to

log in.
Cancel [ save |

Enter Number 1B *
Please enter an issue number for this USB Station.
8. CyberLink will ask for the issue number that was [ ]
generated for the USB station. Enter the issue
number and click OK.

e
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CyberLink 2 ® 1z

Menu

9. USB station is now ready to use. The CyberLink @
window will show a “Ready For Key” message
and you are now able to dock a CyberKey into the
USB station.

Ready for Key

Communicator: USB Station (v600F932F), Firmware 4.0
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Assign CyberKey to Personnel

After you have created a profile for an employee and added a communicator for docking
a key, you can now assign a CyberKey to them. The following instructions are written
under the assumption that you have a CyberKey with a serial number and your USB
station or Web Station is connected to your PC. The serial number stickers can be found

in the box the CyberKey was delivered in. It is highly recommended that you place a
serial number sticker on the back of the CyberKey.

@ CyberAudliV@iEi'lterpr\se Administrators = Locks ¥ Keys~ People v  Acces

soweinG THE ) INTERNET OF LOCKS®

Home & / Home @ 4+ Doy
. Welcome, pilots !
1. Click on the “People” tab located towards the top o wors las oggeu i {22018 12:484 P
of the screen. It will take you to the list of people @ System Information
\E] CyberLocks Add New ©Or CyberKeys

CyberAudit-Web Enterprise

aTHe I INTERNET OF LOCKS®|
Home & | People / People List @ &
2. Find the individual to whom you want to assign People List (28) T
the CyberKey. The column next to their name is O

labeled “Keys.” Click on the number in that

Name & Keys Cards Fobs PersonnellD Department ]

[ George Costanza 0 0 0 55
column.

O Artiem 25 g 0 Dan

O catalina miE T

O Cory 0 0 o0 53

dit-Web Enterprise

INTERNET OF LOCKS"|

Home ¢ / People / People List & / Keys and Missions Issued to .George Costanza

. s - . . Keys and Missions Issued to .George Costanza (0) @
3. Click the “+” sign in the top right corner.

This person has no issued keys.

BACK
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4. Input information for the new CyberKey:

e For “Key Subsystem:” Choose “Default
Subsystem.”

e For “Key Type:” Click the “Enter Serial
Number” bullet and enter the CyberKey’s
serial number. The serial number will be
9 digits long and start with a K.

e For “Initial or Linked Settings:” Leave
untouched for now.

e C(lick “OK.”

5. You will be brought to a screen to edit the
CyberKey’s permissions. This is where you tell
the CyberKey what CyberLocks it will have
access to, schedules, expiration rules, etc.

6. Once permissions are updated, dock the
CyberKey for configuration. After a CyberKey is
configured the yellow “C” icon should disappear.

=C
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dit-Web Enterprise

st (INTERNET OF 10CKS?)|

Home & / People / People List @ / Issue NewKey @

Issuing Key To...
.George Costanza

Key Type

© Issue by number 2

@ Enter serial number K6008157a

or M Number

Q Create a mission 809

Missi

Initial or Linked Settings

Template:
Default Subsystem Default Key ~ [ Link to this Template

e —— CANCE

Home & / Keys / CyberKeys & / Key Details "Launch Cyberlink
© General 2 Expiration 2 /' AccesstoLocks 2
Name / Expiration Rule Master Key Mode ,‘
George Costanza (KG008157A) Start Date: 121512018 Disablec

Stops After- None: N

 Linked Template 7 Docking will extend expiration by 7 Direct Lock Assignments ’
gays. None

Serial Number Next Expiration Access List Assignments Va
KS008157A  (Replace) Key not Configured Nowe

issued To Temporary Access Vs
e Show ather None

Expiration Email /
Disabled

jardware Info

Product ID: 109

Firmare Version: 12

X Un-issue
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CREATE AccEss LisT

Access lists reduce redundancy and allow you to create specific schedules that can be
used over and over instead of having to create a specific schedule for each new

CyberKey you issue to new personnel.

1. Go to the “Access” tab towards the top of page
click on “Access Lists.”

2. Click the “+” icon near the top right corner of the
page.

3. Select which CyberLocks you want to be
associated with this specific access list and what
schedule you want associated with locks. Once
you have the CyberLocks selected, choose specific
schedules you want associated with the
CyberLocks. Use arrows to move information
from column to column. Hit Save.

=C
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Administrators v Locks~  Keys~ People~ Access~ Communicators ~ Reporis~  Options v

Access Lists e, pilots !

n 12/5/2018 12:48:34 PM.
Schedules

@ System Informatio

Holidays

&) CyberLocks [ AdaNew | ©r Cyberkeys

Server Time

4 Total Count 9 Issued Keys

b Access Lists (7) [+]
m Number Number of
o O Nemes of Locks Lock Tags

[0  FlashLocks 6 0

O FlashLocks(Copy 1) 3 0

[0 Kevin's Locks 0 0

O  Mark Office 1 0

O  North Building 0 0

= I - ~

eb Enterprise

Administrators v Locks v Keys~ People~ Access~ Communicators v Reports v

RNET OF LOCKS

North Building

Selected Locks
and Schedules (7 matching)

rosen dir office <> m-9-5
Safety Clinic < -

Available Items (185 matching) Available Schedules

f9-5
st Floor, Room 325 <> m-{9 -5
st Floor, Room 326 <> m-19 -5

2> . mens club sun 5-7pm
. ‘Security Night Shift

Abus lock/Food Locker
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4. After you save the information you can now
associate access list with personnel. Go to “Keys”
located towards the top of the screen. Click on
“Key List.” Click on the CyberKey that you want
associated with Access List and go to “Properties”
and click “Access List Assignments.”

5. Choose the Access List you wanted associated
with the CyberKey. Use arrows to move
information from column to column. Hit Save.

6. Once completed you will see the access list
assignments linked to key.

=C
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dit-Web Enterprise

v (I INTERNET OF LOCKS®|
Home & | Keys | Cyberkeys & | Key Details ',&Laur
General 2 Expiration 2 Va Access to Locks 2
Name Vi Expiration Rule Master Key Mode
George Costanza Start Date: 12/5/2018 Disabled
(K110006FF) Stops After. None
Docking will extend Direct Lock Va
Linked Template  * expiration by 7 days. Assignments
i Next Expiration o
Serial Number 12/13/2018 12:00 AM Access List Vs
K110006FF  (Replace) Assignments
Beep when expired: No o
Issued To Va i .
George Costanza  ( Expiration Email V4 Temporary Accesgi¥
Show other keys ) Disabled o

Hardware Info

Brnclint I 445

Modifying Access Assignments for...
.George Costanza (K110006FF)

Avalilable Access Lists (6 matching) Access Lists assigned (1 matc
[FlashLocks - [North Building

FlashLocks(Copy 1) |

Kevin's Locks

Mark Officz

South Building

Supply Closets

M

Audit-Web Enterprise

{INTERNET OF LOCKS?)|
Home @ / Keys | CyberKeys ¢ / Key Details ',&La_u
®© General 2 Expiration 2 Va Access to Locks 2
Name 7 Expiration Rule Master Key Mode 7
.George Costanza Start Date: 12/6/2018 Disabled
(K110006FF) Stops After. None
Docking will extend Direct Lock /7
& Linked Template  * expiration by 7 days. Assignments
g Next Expiration Ll
Serial Number 12/13/2018 12:00 AM, Access List Vs
K110006FF  (Replace) [ i NAsswgnments
oep when expired: No S R B sl
Issued To pl o DRy

Expiration Email Vi Closets

George Costanza  (
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Create Key Templates

An alternative to associating Access Lists to individual CyberKeys is using Access Lists
to create Key Templates. This is going to be the feature that saves you the most time.
Each time a new CyberKey is assigned just link it to a pre-created template instead of
doing a direct lock assignment. Please be aware that if a CyberKey is associated with
template, all previous settings are lost and replaced with that template’s settings.

1. Go to the “Keys” tab towards top of page, click

“Templates.”

2. Click on the “+” icon near the top right of the

page.

=C
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Access ¥ Communicators v  Reports v  Oplions

CyberKeys Welcome, pilots !
re last logged in 12/5/2018 12:53.08 PM
RFID Cards

Fobs.

o |

Templates

Add New | O CyberKeys

| Subsystem Keys

4 Total Count 9 Issued Keys

AEEER D

@ CyberAudit-Web Enterprise
roweRnaTHE [IINT 5

Home & | Keys | Key Templates @

n Key Templates (8) ¥ o
O Type Name 4 l[elrﬁ %
O Key Default Subsystem Default Key 0 Tt
[0 Mission  Default Subsystem Default Mission 0 T
O  mission 10 Minute Access 0 T
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3. Enter the name you want associated with the
template (e.g. Security Night Staff, Temp
Employees, Maintenance, etc.). Hit Save.

4. Input the properties in the template. The most
important part is to choose the access list you

want associated with CyberKey.

5. Once created go to the “Key” tab located towards
the top of the screen. Click on the CyberKey and

go to “Properties.” Click on the “Linked

Template.”

=C
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Home ¢ / Keys / Templates & / Add New Key Template

Add New Key Template

Name
Maintenance Staff

Type
® Key
O Mission

CLOSE

Web Enterprise

Administrators »  Locks v Keys~ People~ Access~ Communicalors v Reporis v Options

GINTERNET OF LOCKS!
Home @ / Keys / Templates ¢ / Key Template Details "Launch oy
Template General Information 7 Expiration 2 /  Access toLocks 2
Name ’ Expiration Rule Master Key Mode /s
Maintenance Sttt Start Date: None Disabled
Stops After. None e i
Docking will extend expiration by 7 Direct Lock Assignments ’
X Delete aas e 4
Beep or Fiash wnen expired: No Access List Assignments P
Expiration Email ’ None:
Disabled Temporary Access /

None

Behavior 2

Behavior Vi
Bluetootn: Enabled

@ CyberAudit-Web Enterprise i crators v Lods~ Keys People v Access v Communicators +,

rowennarHe EIINTERNET OF LOCKS®|

Home ¢ / Keys / CyberKeys @ / Key Details

General 2 Expiration 2 7 Access to Loc]
Name Va Expiration Rule Master Key Modf
George Costanza (K110006FF) Start Date: 12/5/2016 Disabled
Stops After: None |
Linked Template Va Docking will extend expiration by 7 Direct Lock Assif
@ None days. None
Serial Number Next Expiration Access List Assif
K110006FF  (Replace 12/13/2018 12:00 AM None
Issued To Va Beep when expired: No Temporary Acce}
k?;n;ge Costanza  (Show other Exgivaion Efai ’ None
e Disabled

Hardware Info
Prodluct ID: 115
Firmuare Version: 4
Software Version: 614

X Un-issue
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tors~ Locks~ Keysw People~ Access~

Home & / Keys / CyberKeys & / Edit Template Link

Changing Linked Template for

.George Costanza (K1

.to

Linked Template
None -

6. Select the template from the drop-down menu.

None

Default Subsystem Default Key
FlashLocks

Maintenance Staff

Pilots Default Key

Pilots Default Key

Cyber/
@ ¥ Administrators = v Keys~ Peoplev Accessv Comi

Home & / Keys | CyberKeys ¢ | Key Details

@ General 2 Expiration 2 Acc
Linked Template Va Expiration Rule Ma
1 1 1 ¢’ Maintenance staft Start Date: None D
7. After clicking save you will see the template A A
P
. : . Serial Number Docking will extend expiratien by 7 Dirt
days.
linked to CyberKey’s properties. KIMOOOSEF. - Rentc) . o
Issued To Vi Next Expiration Acc
_George Costanza  (Show other 12/13/2018 12:00 AM N
k
ko) Beep when expired: No Ten
Hardware Info N

Product ID: 115 Expiration Email

Firmware Version: 4 Disabled
Software Version: 614

X Un-issue
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ADD NEw CYBERLoCK WiTH GRAND MASTER KEY

[f you are setting up a new system, it is best to add the CyberLocks before you assign
CyberKeys to personnel. The following instructions are written under the assumption
that you have a CyberKey Grand Master Key, a CyberLock cylinder with a serial number,
and your USB station or Web Station connected to your PC. The serial number stickers
can be found in the box the CyberKey was delivered in. It is highly recommended that
you place a serial number sticker on the CyberLock cylinder. Keep in mind that
Grand Master keys are being discontinued so, if you have a system without a Grand
Master, instructions for adding a CyberLock via a different method are in the next
section.

O CyberA

POWERINGTHE

udit-Web Enterprise
i i

e Administrators v Locks + Keys~ People ~
NTERN

Home & / Home @ CyberLocks

Access v  Communicato

FiashLocks
e, TopLevel !
i b in 12/5/2018 1:37:20 PM.

Lock Tags

. . . @ System Information
1. Click the “Locks” tab, which is located - :

towards the top of the page. This will take you

to the lock list.

Location Graphics  »

Programming Jobs

&) CyberLocks Import

Doors

178 Total Count

O CyberKeys

98 Issued K

C

Home @ / Locks / CyberLocks @ 4-Download CyberLink 2 ‘j
Cyberlocks (178) ¥ .___> [+
2. Clle the “+” Slgl’l located ln the top rlght = O © Namea D Access Codes Reset BUILDING AREA ® [@Assif
corner Of the page' [0 @ Metropolitian Dir L3D0901A5 gg::;ﬁ‘rg"sys‘em o nancy

© 1stFloor, Room 320 L3F6EF54C None

assword

CyberAudit System

a
[l @ AstFloor, Room 325 L3A3FE002 gy"e’“‘d" S Eiem
o Password

@© 1st Floor, Room 326 L3B41E077

S Culmn At Qustam

=C
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3. Input information for the new CyberLock:

e For “Lock ID:” Enter CyberLock’s
serial number. The serial number will
be 9 digits long and start with an L.

e For “Name:” Enter a lock name that
makes sense for you (e.g. “Building A
Rm 24”). For “Subsystem Code:”
Select “Default Subsystem Code.”

o For “Access Code” and “Secondary
Access Code:” Select “Default Access
Code”

e For “Mode/Delay:” Select “Single
Key/No Delay.”

e C(lick Save.

4. You will see ared “C” icon at top of page near
the lock name. It indicates that the lock is
added but still needs to be programmed.

5. Dock the Grand Master Key into the base station.
A window will pop up asking for 8-digit job
number or login number; enter your number. It is

usually “11111111.”

=C
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CyberAudit-Web Enterprise
sniare IINTERNET OF LOCKS®|
Home & / Locks / CyberLocks ¢ / Edit @ "QLauncn Cyberlit
Lock Properties
Locki
E Replace 2
Name
Door Lock
Reset
O Reset 2

Access Code 2

~  Default Access Code M

(0 CyberAudit-Web Enterprise

| INTERNET OF U.n_'r;::'f"J

Home & ! Locks / CyberLocks @

H CyberLocks (4) ¥

O ® Nemea D Access Codes
O Door Lock L6011B3C8 Default Acces
0O @ office34s L60074D84 Default Acces

Transit Wireless Cam Lock 1 L600D5368 Default Acces
O Transit Wireless Cam Lock 2 LE00CEASC Default Acces

Rows per page: | 1000

& CyberLink 2 - =

Menu

Enter Mumber *

If you would like to use a Programming Job or Login #,

enter it now.

(K429C8CAC), Firmware 24, Product 105, Battery 3.13v |
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6. After the key has been updated, insert it into a
new lock or locks. You can program multiple
locks at once. You will hear a static noise
indicating the key is programming the lock.

7. After you have inserted key in all locks, dock
it again in the communicator. Go back to the
lock list to see if the lock was programmed
successfully. The indicator for a successful

lock programming job will be the red “C” icon
disappearing.
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Neb Ente

ERNET OF

Home & / Locks / CyberLocks @
CyberLocks (4) Y
D @ Name 4

O @® mortise

Dl Office 345
O
a

Transit Wireless Cam Lock 1

Transit Wireless Cam Lock 2

L600741

L6011B:

L600DS:

L600CE
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ADD NEw CYBERLOCK WITH GENERATION 2 KEY

The second way to add a new lock is with a Generation II CyberKey. They include the

CyberKey Air, CyberKey Plus, CyberKey Blue 2, CyberKey Flash, and the CyberKey X.

These keys are equipped to program all new CyberKeys without having to give it access.
The first few steps of adding lock are the exact same as in the previous section with a

few changes towards the end.

1. Click the “Locks” tab, which is located
towards the top of the page. This will take you

to the lock list.

2. Click the “+” sign located in the top right

corner of the page.
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SOLUTIONS

o vaerAud\tv\{_v_g_Ef
POWER HE @ ERNET O

Home @ / Home @

(@)

== B8

o I ) |

v

@ System Information

4:26 PM

&) CyberLocks

CyberAudit-Web Enterpri e

e

Home ¢ / Locks / CyberLocks @

178 Total Count

anaTrE BINTERNET OF LOCKS®

CyberlLocks (178) ¥

© Namea

© Metropolitian Dir

@© 1stFloor, Room 320
@© 1stFloor, Room 325

@© 1stFloor, Room 326

Administrators v Locks + Keys~ People ~ Access v Communicato

D

L3D0901AS

L3FB6EF54C

L3A3F6002

L3B41E077

CyberLocks

Lock Tags

FlashLocks

CyberPoints

e, TopLevel !
H in 12/6/2018 1:37:20 PM.

——
Programming Jobs

Import

Doors

Access Codes

CyberAudit System
Password

None
CyberAudit System
Password

CyberAudit System
Password

ARSIRIRRIEET

©Or CyberKeys

98 Issued K

&

+Download Cyverlink2 42
H ©
Reset BUILDING AREA ® [@Assi(

& nancy

& Building.

& Building.

& Building.
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3. Input information for the new CyberLock:

e For “Lock ID:” Enter the CyberLock’s
serial number. The serial number will
be 9 digits long and start with an L.

e For “Name:” Enter a lock name that
makes sense for you (e.g. “Building A
Rm 24”). For “Subsystem Code:” e
Select “Default Subsystem Code” —

o For “Access Code” and “Secondary o
Access Code:” Select “Default Access e
Code.”

e For “Mode/Delay:” Select “Single
Key/No Delay.”

e C(lick Save.

CyberAudit-Web Enterprise

sniare IINTERNET OF LOCKS®|

Home & / Locks / CyberLocks ¢ / Edit @ "QLauncn Cyberlit

Lock Properties

Access Code 2

~  Default Access Code M

(0 CyberAudit-Web Enterprise

| INTERNET OF U.n_'r;::'f"J

Home & ! Locks / CyberLocks @

H CyberLocks (4) ¥

. by - D © Name & ID Access Codes

4. You will see ared “C” icon at the top of page
near the lock name. It indicates that the lock is o LoopLock EED1BaCE e Deiaitanes
added but still needs to be programmed. 0O @ ofice34s L60074D84  Default Acces
Transit Wireless Cam Lock 1 L600D5368 Default Acces
a Transit Wireless Cam Lock 2 L600CEASC Default Acces

Rows per page: | 1000

@ Cybera Web Enterprise
[ 1 T OF LOCKS?|

Administrators ~ Locks + Keys~ Psople~ Access~ Communicators ~ Reports ~ Options ~

Welcome, pilots !
You were last logged in 12/6/2018 4:19:05 PM.

5. You are now ready to configure your Gen. II @ Bysinei liformation
CyberKey to program locks with one touch, so
click on the “Keys” tab. Server Time
) CyberLocks | AddNew|  ©@w CyberKeys
4 Total Count 11 Issued Keys
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CyberAudit-Web Enterprise

NTERNET OF LOCKS®)|

Home ¢ /| Keys / CyberKeys @ 4 Download CyberLink 2 "1

| CyberKeys (42) ¥

Serial Issue, ;o4 Expiration ved

® O Person Key Name & or Mission #

© .George Costar K110006FF  12/13/2018 12:00 AM

6. Click on the key you want to use to program
the locks and select “Properties” from the

%f Properties

® .Geo, AM B AuditReport K600813F0  Key not Configured
# CommLog

O OO0 0O|0|0yss O

Artie M K60081588  12/12/2018 12:00 AM
drop-down menu.

Artie M 2124 Open Def:
B Journal

Catalina 42199036 Open Defi

Unissue
© kaleb chase (U34523936) 34523936 Key not Configured
Dan Dan (M1012) 1012 Open

o CyberAudit-Web Enterprise

Adminisiralors v Locks ¥ Keys~ People~ Access~
NET OF LOCKS®)|

.George Costanza ( Show other

v Expiration Email s’ b
R Disabled

Hardware Info
Produet ID: 109
Firmware Version 12

X Un-issue

113 LSRR .
7. Scroll down to the “Behavior” section and enaviors Lost Key 2
click the link for “Locks to Program”

Behavior 7 Status Va

Beeper On Mot Lost

Beep when low battery: No
Lock Open Voltage: Default
Solenoid Hold Time: 1s

Low Battery Email Va
Disabled

Locks to Program Va
MNone

Neb Enterprise

= Administrators ~ Locks ~ Keys~ People~ Access~ Co
ERNET OF LOCKS®|

Choosing Locks to be Progran
.George Costan

Locks to Program

8. Inthe “New Locks” section, select the box for O Nore
P . . O All locks accessed via an access list
AIIOW '[hlS key tO pl‘Ogram new IOCkS Wlth ® All locks with change icons visible to this admin node | Tec

one touch.” Click save and dock the key in the e
communicator to update it with the new lock /

programming settings. low tis ey to program new locks with e touch

Locks should be given these access codes:

Subsystem Code  Default Subsystem Code

Primary  Defauit Access Code

Secondary  None

New Locks will be added to this administrator node  Tec

o

SAVE CANGEL
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9.

10.

After the key has been updated, insert it into
the new lock or locks. You can program
multiple locks at once. You will hear a static
noise indicating the key is programming the
lock.

After you have inserted the key in all the
locks, dock it again in the communicator. Go
back to the lock list to see if the lock was
programmed successfully. The indicator for a
successful lock programming job will be the
red “C” icon disappearing.
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Neb Ente

ERNET OF

Home & / Locks / CyberLocks @
CyberLocks (4) Y
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O @® mortise

Dl Office 345
O
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Transit Wireless Cam Lock 1

Transit Wireless Cam Lock 2
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CREATE CYBERLoOCK TAGs

Create Lock Tags Lock tags are used to group CyberLocks together in order to better
manage them. For example, if you have 100 CyberLocks in Building A, you would
associate those CyberLocks with the tag “Building A.” This saves you the hassle of
having to look through numerous locks. It also makes your life easier in the long run
when giving access to personnel. Instead of having to give personnel access to 100
individual CyberLocks, you can give them access to all CyberLocks associated with
Building A.

berAudit-Web Enterprise

INTERNET OF LOCKS®

D

Access Codes

1. Go to the “Locks” tab located in the top right of CyberPoints
the page; click on “Lock Tags.” Lock Tags

L60074D84 Default Access Coi
Location Graphics  » L6011B3C8 Default Access Cor
Programming Jobs (LSl L600D5368 Default Access Con

Import Lock 2 LE0OCEASC Default Access Coi

Doors B
Rows per page: | 1000 Page

Door Tags

© o

Lock Tags (14) )0

2. Click the “+” icon towards the top right of the E
page.

I Building T - 2

Building 2

[

Business Office

i

Demo Kit

]

Facilities Management 12

Oo|lo|o o|o

hall 2
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@ CyberAudit-Web Enterprise

T OF L

Home & / Locks / Lock Tags & / Lock Tag Properties @

S Name
3. Create a relevant name for the tag and select the i .
CyberLocks you want associated with it; use North Campus
information that is applicable to your site. Use ’
arrows to move CyberLocks from “Available —
Locks” column to “Selected Locks”. Click Save. Available Locks (178 matching) Selected Locks (6 matching)

Tst Flgor, Room 326

2nd Floor, Room 214
1st Floor, Room 327

2nd Floor, Room 215
222 2nd Floor, Room 215
2

? 2nd Flgor, Room 325
aic core test

= | 3rd Floor, Room 3244
abus 3rd Floor, Room 324B
ABUS
Abus lock/Food Locker .

Admin Office
Admin Office

. Filter these lists
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